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Foreword 

(This foreword is not part of this document.) 

This document has been submitted to APCO/NASTD/FED by the 
Telecommunications Industry Association (TIA), as provided for in a Memorandum 
of Understanding (MOU) dated December, 1993.  That MOU provides that 
APCO/NASTD/FED will devise a Common System Standard for digital public safety 
communications (the Standard), and that TIA shall provide technical assistance in 
the development of documentation for the Standard. 
 
This document has been developed by TR8.3 (Encryption) with inputs from the 
APCO Project 25 Interface Committee (APIC), the APIC Encryption Task Group, and 
TIA Industry members. 

This document is being published to provide technical information on the emerging 
digital techniques for Land Mobile Radio Service. 
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1 INTRODUCTION 

Authentication of subscriber units is a vital component of a general land mobile radio 
system.  The purpose of this document is to define a Challenge and Response 
Authentication method for use on trunked radio systems. 
 
1.1 Scope 

The authentication service described in this document is applicable to FDMA and 
TDMA trunking systems using an FDMA trunking control channel.  Authentication is 
a supplementary service for trunked radio systems.  This document describes two 
forms of authentication: unit authentication and mutual authentication.  If unit 
authentication is implemented it shall be implemented as specified herein.  If mutual 
authentication is implemented , it shall be implemented as specified herein. 
 
 
 
This document defines the full standard across the Um interface. 
 
1.2 Document Description 

This document describes Challenge and Response Authentication designed to 
protect the family of Project 25 systems. 

 Section 1 provides a general description, definitions and abbreviations. 
 Section 2 provides high-level information about Challenge and Response 

Authentication. 
 Section 3 provides procedures and operational descriptions. 
 Section 4 provides a listing of control channel messages 
 Section 5 provides information on key management and provisioning. 
 Section 6 provides algorithm details. 
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1.3 Document Revision History 

Revision date Revision comments 
July 31, 2003 Initial version 
October 10, 2003 Revision 2, updated document to fill in missing sections. 
March 11, 2004 Revision 3, add ISSI and Intra-RFSS Key Management, added 

infrastructure failure to get RS KS rule, and added that K should be store 
in non-volatile memory.   

June 11, 2004 Revision 4, removed Pre-Defined Roaming.  Moved ISSI, Intra-RFSS,  
and to Security Services Architecture document.  Moved Provisioning File 
Format to Security Services Provisioning document.  Added that the 
interface between SU and Provisioning will be specified by the Key Fill 
standard.  Added example state diagrams for authentication that also 
provides context for error cases. 

August 4, 2004 Revision 5, updated based on NCS and M/A-COM comments. 
September 16, 2004 Revision 6, updated based on September 13, 2004 Encryption Task 

Group meeting. 
January 31, 2005 Revision 7, added MSC for subscriber initiated authentication demand, 

modified message returned from the RFSS on authentication failure and 
fixed typographic errors. 

March 8, 2005 Revision 8, fixed typographic errors, corrected AM2 and AM4 sample 
data, segmented out informative references and removed Annex A 
Control Channel Messages. 

May 11, 2005 PN-3-0206, Ballot Version 
September 9, 2005 TIA 102.AACE, released for publication 
February 25, 2010 Proposed edits for Standalone authentication 
 
 
1.4 Definitions 

Advanced Encryption Standard (AES) - A standardized cryptographic algorithm to 
replace the Data Encryption Standard (DES).   AES has a 128 block size and AES-
128 indicates that a 128 bit key is used with AES as described in reference [2]. 
 
Adversary FNE – A FNE that is not a valid FNE. 
 
Adversary SU – A SU that is not a valid SU. 
 
Authenticated SU – A SU whose SUID has passed a challenge and response 
authentication.  This SU has proven that it is the valid SU. 
 
Authentication – The process to prove that a SU is valid. 
 
Authentication Facility (AF) – A  functional process within the FNE. It is being 
included in order to show the specialized functions that the FNE must implement in 
order to support authentication. Such functions include assignment of K to SUID, 
generation of KS and KS’ using RS to allow the RFSS to perform authentication, and 
providing confidentiality of K within the FNE. 
 
Authentication Key (K) – A secret symmetric key needed to prove authenticity. 
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Authorized SU – A SU whose SUID is programmed into the system.  An authorized 
SU may be required to authenticate to prove it is the valid SU. 
 
Challenge and Response Authentication – An authentication process in which a 
source sends a challenge to a target and the target sends a response based on the 
challenge and a secret held between the target and source. 
 
Fixed Network Equipment (FNE) – The AF and RFSS. 
 
K Provisioning System – A system that delivers K to the SU and AF.  The 
provisioning system can create K or may acquire K from a Secure Authority.  The 
provisioning system may have a secure repository for K before it is transferred to the 
AF. 
 
Mutual Authentication – A process to prove that the SU is valid to the FNE, along 
with the FNE proving it is valid to the SU.  An interlaced challenge and response 
authentication is done. 
 
RF Sub-System (RFSS) - An RFSS consists of one or more sites. 
 
Secure Authority – A trusted source of key material to be used as K. 
 
Site - A site consists of one or more channels. 
 
Standalone Authentication – An authentication outside of registration. 
 
Subscriber Unit Identity (SUID) – A 56-bit identity that uniquely identifies a 
subscriber.  It consists of the WACN, System ID and Subscriber ID. 
 
Subscriber ID – A 24-bit unit identity portion of the subscriber unit identity.  This 
field along with the WACN ID and System ID uniquely identify a subscriber unit. 
 
SUID Provisioning System – A system that delivers the SUID to the SU and 
receives the SN from the SU.  The system gives the SUID-SN pair to the RFSS so 
the RFSS can send the SUID-SN pair to the AF. 
 
System ID – A 12-bit ID to identify the system. 
 
Valid FNE – A FNE that is not an impostor. 
 
Valid SU – A SU that is not an impostor. 
 
Wide Area Communication Network ID (WACN) – A 20-bit ID to define the 
network address 
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1.5 Abbreviations 

AES  Advanced Encryption Standard 
AES-128 AES using a 128 bit key 
AF  Authentication Facility 
AM1  Authentication Mechanism 1 
AM2  Authentication Mechanism 2 
AM3  Authentication Mechanism 3 
AM4  Authentication Mechanism 4 
ECB  Electronic Codebook 
ESN  Electronic Serial Number 
FNE  Fixed Network Equipment 
ISP   Inbound Signaling Packet 
K  Authentication Key 
KMF  Key Management Facility 
KS  Session Authentication Key 
KS’  Mutual Session Authentication Key 
MFID  Manufacture’s Identity 
MSC  Message Sequence Chart 
OSP  Outbound Signaling Packet 
OTAR  Over-The-Air Rekeying 
R1  Result 1 
R2  Result 2 
RAND1 Random Challenge 1 
RAND2 Random Challenge 2 
RES1  Response1 
RES2  Response 2 
RFSS  RF Sub-System 
RS  Random Seed 
S  Standalone 
SN  Serial Number 
SU  Subscriber Unit 
SUID  Subscriber Unit Identity 
WACN Wide Area Communication Network 
XRES1 Expected Response 1 
XRES2 Expected Response 2 
 
 
1.6 References 

The following documents contain provisions which, through reference in this text, 
constitute provisions of this Standard.  At the time of publication, the editions 
indicated were valid.  All standards are subject to revision, and parties to 
agreements based on this standard are encouraged to investigate the possibility of 
applying the most recent editions of the standards indicated below.  ANSI and TIA 
maintain registers of currently valid national standards published by them. 
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1.6.1 Normative References 

[1] Project 25 Trunking Control Channel Messages, TIA/EIA-102.AABC, April 
2004 

[2] Advanced Encryption Standard (AES), Federal Information Processing 
Standards Publication 197, November 26, 2001 

[3] Recommendation for Block Cipher Modes of Operation, National Institute of 
Standards and Technology Special Publication 800-38A, 2001 Edition 

[4]  
 
1.6.2 Informative References 

[5] Key Fill Device (KFD)Interface Protocol, TIA-102.AACD,February 2005 
[6] Project 25 Over-The-Air-Rekeying (OTAR) Protocol, TIA-102.AACA, April 

2001 
 
 
1.7 Overview 

The authentication defined in this document is designed to provide a desired degree 
of interoperation.  Authentication will typically require an additional allocation of 
resources.  This expense could be in terms of channel capacity, development 
complexity, equipment complexity, administration, maintenance, etc. 
 
The authentication technique described in this document is Challenge and 
Response Authentication.  It is a well-known and broadly used authentication 
technique. 
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2 AUTHENTICATION 

 Authentication is the process of ensuring a Subscriber Unit (SU) is a valid unit.  
Mutual authentication is the process of ensuring a SU and Fixed Network Equipment 
(FNE) are both valid, which allows the SU to validate the FNE.  Authentication can 
be performed with an authorized SU that has been provisioned for authentication. 
 
A challenge and response authentication is used for  authentication and mutual 
authentication.  A secret symmetric key called the Authentication Key, K, is held in 
common using non-volatile memory in the SU and FNE order to authenticate the SU 
and optionally authenticate the FNE.  Each SU has its own individual K which is 
associated with the SU programmed Subscriber Unit Identity (SUID).  When there 
are multiple SUID in a SU, the SU will have a K per SUID.  When the FNE 
authenticates the SU, the FNE sends a challenge to the SU, and the SU returns a 
response that requires knowledge of K.  The SU can authenticate the FNE by 
making authentication mutual.  With mutual authentication, the SU also challenges 
the FNE and the FNE returns a response that requires knowledge of K. 
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2.1 Challenge and Response Authentication Block Diagram 

 
Authentication Facility 

RFSS Subscriber Unit 

Generate RS 

K RS 

AM1 

KS 

RS, KS 

K RS 

AM1 
KS 

RAND1, RS Generate RAND1 
Store RS, KS 

RAND1 

AM2 

RES1 

RES1 

KS RAND1 

AM2 

XRES1 

Compare RES1 
and XRES1 R1 

 
 

Figure 2.1-1  Challenge and Response Authentication Block Diagram 
 
In this section,  authentication of the SU is described as shown in Figure 2.1-1.  An 
Authentication Facility (AF) uses Authentication Mechanism 1 (AM1) and K and the 
AF randomly generates a Random Seed, RS, to create the Session Authentication 
Key, KS, for the SU.  The AF passes RS and KS to the Radio Frequency Sub-
System (RFSS) in order to enable the RFSS to authenticate the SU. 
 
The RFSS generates Random Challenge 1, RAND1, and uses KS with 
Authentication Mechanism 2 (AM2) to create the Expected Response 1, XRES1, to 
authenticate the SU.  The RFSS passes RS to the SU so the SU can create KS 
using AM1.  The RFSS passes RAND1 to the SU so the SU can create Response 1, 
RES1, using AM2.  The SU passes RES1 to the RFSS so the RFSS can compare 
RES1 to XRES1.  If RES1 and XRES1 match, the authentication is successful.  
Otherwise, the authentication is not successful.  The result of the authentication is 
passed to the SU in the result (R1). 
 
Several authentications may be done by the RFSS without having to contact the AF 
by using the same RS and KS and different RAND1. 
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2.2 Challenge and Response Mutual Authentication Block Diagram 

 
 

Authentication Facility 

RFSS Subscriber Unit 

Generate RS 
K RS 

AM1 

KS 
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KS 
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and XRES1 

RES2, R1 

AM3 

KS’ 

K RS 

AM1 AM3 
KS’ 

R2 

KS’ RAND2 

AM4 

RES2 

Compare  
RES2 and 

XRES2 

RAND2 

AM4 

XRES2 

Generate  
RAND2 

 
 

Figure 2.2-1  Challenge and Response Mutual Authentication Block Diagram 
 
In this section, mutual authentication of SU and Radio Frequency Sub-System 
(RFSS) is described as shown in Figure 2.2-1.  An Authentication Facility (AF) uses 
AM1 and K and randomly generates a Random Seed, RS, to create the Session 
Authentication Key, KS, for the SU.  In addition, the AF uses Authentication 
Mechanism 3 (AM3) and K and randomly generates Random Seed, RS, to create 
the Mutual Session Authentication Key, KS’, for the SU.  The AF passes RS, KS and 
KS’ to the RFSS, which enables the RFSS to authenticate the SU (using KS) and 
the SU to authenticate the RFSS (using KS’). 
 
The RFSS generates Random Challenge 1, RAND1, and uses KS with AM2 to 
create Expected Response 1, XRES1, to authenticate the SU.  The RFSS passes 
RS to the SU so the SU can create KS using AM1.  Since the SU wants to 
authenticate the RFSS, the SU will use RS to create KS’ using AM3.  The RFSS 
passes RAND1 to the SU so the SU can create Response 1, RES1, using AM2. 
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The SU passes RES1 to the RFSS so the RFSS can compare RES1 to XRES1.  
The SU will also generate and pass Random Challenge 2, RAND2, to the RFSS to 
authenticate the RFSS.  A match of RES1 to XRES1 indicates a pass of 
authentication and Result 1, R1, will indicate authentication of the SU has passed.  If 
RES1 and XRES1 do not match, then authentication has failed, R1 will indicate 
authentication of the SU has failed and Response 2, RES2, will not be sent to the 
SU. 
 
When R1 indicates pass of authentication, the RFSS uses KS’ and RAND2 with 
Authentication Mechanism 4 (AM4) to return RES2, to the SU so the SU can 
compare RES2 to Expected Response 2, XRES2.  A match of RES2 to XRES2 
indicates a pass of authentication of the RFSS and Result 2, R2, will indicate 
authentication of the RFSS has passed.  If RES2 and XRES2 do not match, then 
authentication of the RFSS by the SU has failed and R2 will indicate authentication 
failure.  R2 is sent from the SU to the RFSS. 
 
Several authentications may be done by the RFSS without having to contact the AF 
by using the same RS and KS and different RAND1.  Similarly, the SU may 
authenticate the RFSS several times with mutual authentication by using the same 
RS and KS’ and different RAND2. 
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3 PROCEDURES AND OPERATIONAL DESCRIPTIONS 

Authentication and mutual authentication is performed on the control channel.  
Authentication is initiated by the RFSS.  If the SU wants to authenticate the RFSS 
the SU makes authentication mutual by challenging the RFSS during the 
authentication response.  Example state diagrams are followed by some basic rules 
and Message Sequence Charts (MSCs). 
 
3.1 Example State Diagrams 

 
 

 
Figure 3.1-1  Example State Diagram for Authentication RFSS Focus 

 
Figure 3.1-1  Example State Diagram for Authentication RFSS Focus applies to an 
authorized SU and is from the RFSS perspective.  This description of the state 
diagram starts in the Idle state. 
 
In the Idle state, the SU is not on the RFSS, has been authenticated or is not 
authenticated.  If authentication is disabled for the SU, then the state will stay at Idle.  
When authentication is enabled for the SU, it is possible to transition out of the Idle 
state.  To transition out of the Idle state, a SU action (such as unit registration) or a 
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RFSS trigger without SU action (such as verifying that the SU is still at a site) is 
needed.  These transitions take the state to the Want to Authenticate state. 
 
In the Want to Authenticate state, the RFSS has decided to authenticate the SU and 
will do so if possible.  If the SU is held in the Want to Authenticate state, it may or 
may not be allowed to use the system depending on the security policies of the 
system and the reason that the system is unable to authenticate the SU.  This 
example state diagram shows the case where the SU is allowed to use the system.  
In the Want to Authenticate state if the RFSS has RS, KS, KS’ then authentication 
can be performed and a transition to Authentication Procedure in Progress state 
occurs.  In the Want to Authenticate state if the RFSS does not have RS, KS, KS’ 
then authentication cannot be performed and the state remains the same.  If the SU 
is no longer on the system then the state transitions from the Want to Authenticate 
state to the Idle state. 
 
In the Authentication Procedure in Progress state, the RFSS has initiated an 
authentication on the SU.  The SU may optionally invoke mutual authentication to 
authenticate the FNE.  If a service request (not involving authentication) is received 
from the SU, it may be ignored by the RFSS.  In the Authentication Procedure in 
Progress state an Authentication Fail (including mutual) or Authentication Timeout 
takes the state back to Idle.  When authentication fails, an existing authenticated SU 
on the system should not be effected by an adversary SU failing authentication.  An 
Authentication Timeout can occur if the SU declines to respond to the authentication 
challenge from the RFSS or the SU declines to respond to the FNE response to a 
SU challenge during mutual authentication.  Not responding should not benefit an 
adversary SU and the result of an adversary SU not responding should not interfere 
with a valid SU.  The RFSS can also retry the challenge.  When the authentication 
passes (including mutual if performed), the state transitions from the Authentication 
Procedure in Progress state to the Authenticated SU state. 
 
In the Authenticated SU state, a SU is treated as authentic by the RFSS and the 
state transitions back to the Idle state.  This is a valid SU. 
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Authentication of SU Pass or Fail 
or 

Authentication Timeout  
or  

Authentication of  FNE Failed  
or  

FNE declined to start Authentication 

RFSS starts authentication 
or  

SU Demands  
authentication start 

Site 
Changed 

FNE is 
Authenticated 

Mutual 
Authentication  

Passes 

Authentication 
Procedure in Progress 

Authenticated  FNE 

Idle 

Change 
Site  

Mutual enabled in SU, SU action or demand 
but RFSS does not start authentication or 
does not allow mutual to pass. 

 
Figure 3.1-2  Example State Diagram for Authentication SU Focus 

 
Figure 3.1-2  Example State Diagram for Authentication SU Focus applies to an 
authorized SU and is from the SU perspective.  This description of the state diagram 
starts in the Idle state. 
 
In the Idle state, the SU is not involved in any authentication transaction or was 
involved in an authentication transaction that did not allow mutual authentication to 
occur.  The SU transitions to the Authentication Procedure in Progress state when 
the RFSS starts authentication by challenging the SU or by the SU demanding the 
RFSS start authentication.  The RFSS may start authentication due to a SU action 
(such as unit registration) or a RFSS trigger without SU action (such as verifying that 
the SU is still at a site).  An SU with mutual authentication enabled transitions state 
to the Change Site state when the FNE actively or passively declines to become 
authenticated on one or several attempts.  The FNE declining mutual authentication 
should not benefit an adversary FNE in an attempt to trap the SU at that site. 
 
In the Change Site state, the SU has decided to change sites in an attempt to avoid 
being trapped on an adversary FNE and to find a site that it can mutually 
authenticate with.  The SU changes sites and tries to register on the new site.  The 
state then goes to the Idle state with the expectation that the FNE will start 
authentication or the SU can demand authentication. 
 
In the Authentication Procedure in Progress state, the RFSS has initiated an 
authentication on the SU.  Authentication passing (non-mutual) or failing (non-mutual 
or mutual when SU fails) or Authentication Timeout or Authentication of FNE Failed 
or the FNE declines to start Authentication will change the state back to idle.  An 
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Authentication Timeout can occur during mutual authentication if the FNE declines to 
respond to the challenge from the SU.  When mutual authentication passes, the 
state transitions from the Authentication Procedure in Progress state to the 
Authenticated FNE state. 
 
In the Authenticated FNE state, the FNE is treated as authentic by the SU and the 
state transitions back to the Idle state.  This is a valid FNE. 
 
 
3.2 Authentication Rules 

This section describes some overall general rules followed by some specific 
message transaction based rules. 
 
General Rules for Authentication: 
 

1. Authentication shall be done on the control channel. 
 

2. Authentication shall be initiated by the RFSS or a mutual authentication 
enabled SU demanding that the RFSS send a challenge. 

 
3. If the authentication response RES1 is correct then the SU shall be 

considered valid by the RFSS. 
 

4. If the authentication response RES1 is incorrect, then the SU may be ignored 
by the RFSS. 

 
5. If there is no response from the SU then the action taken by the RFSS may 

be nothing or repeat the authentication command. 
 

6. If the SU does not receive a result indicating authentication passed by the 
RFSS, then the SU may retry the message sequence if the authentication 
was initiated by the RFSS due to an SU action. 

 
7. When authentication message sequence is started, an Authentication Timer 

will be started in the RFSS and SU.  If the Authentication Timer expires 
(authentication message sequence did not complete), then the SU or RFSS 
with an expired Authentication Timer will revert to its state before the 
authentication sequence started.  The RFSS and SU will use the same 
Authentication Timer value, the default value will be 30 seconds. 

 
8. A SU commanded to authenticate, shall not send a separate service request 

until after the authentication response has been sent by the SU to the RFSS. 
 

9. An adversary SU may fail authentication.  Care should be taken so that this 
does not interfere with the status of a valid SU and the ability of a valid SU to 
acquire service on the system. 
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10. If the RFSS needs RS and KS to authenticate the SU, and it cannot obtain 

RS and KS, then the RFSS may allow an authorized SU access to the system 
or may not allow authorized SU access to the system depending on the 
security policy of the system.  In the case where security policy allows access 
to the system, when the RFSS receives RS and KS, the RFSS should 
authenticate the SU.  In the case where security policy does not allow access 
to the system, the SU will be denied with reason “the SU could not be 
authenticated at this time”. 

 
11. Authentication can be disabled for all SUs or for particular SU. 

 
 
Message Transaction Based Rules for Authentication: 
 
When the RFSS decides to authenticate the SU, the RFSS shall send a 
Authentication Demand OSP to the SU. 
 
When the SU receives a Authentication Demand OSP, the SU shall respond with a 
Authentication Response ISP before sending any other ISP.  If outside of registration 
the SU shall indicate it is a standalone authentication in the Authentication 
Response ISP. 
 
When the RFSS receives the Authentication Response ISP from the SU and the SU 
passes authentication, the RFSS shall respond with: 
 

a. If standalone, Acknowledge Response – FNE OSP 
b. or if within unit registration,  Unit Registration Response OSP 
c. or if within location registration, Location Registration Response OSP 

 
When the RFSS receives the Authentication Response ISP from the SU and the SU 
fails authentication, if not standalone and during Unit Registration the RFSS should 
respond with an extended form Unit Registration Response OSP  with a Registration 
Value of REG_REFUSED, otherwise the RFSS should respond with Deny Response 
OSP with reason code “the SU has failed authentication”.  Sending a response 
enables the SU to do an orderly conclusion to the transaction. 
 
 
3.3 Mutual Authentication Rules 

This section describes some overall general rules for mutual authentication followed 
by some specific message transaction based rules for mutual authentication. 
 
General Rules for Mutual Authentication: 
 

1. If the authentication response RES2 from the RFSS is correct, then the RFSS 
shall be considered valid by the SU. 
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2. When the authentication response RES1 from the SU fails, the RFSS shall 

not send a response RES2 to the SU challenge RAND2. 
 

3. When the authentication response RES2 from the RFSS fails, the SU may 
abandon the site and attempt to use another site. 

 
4. When the RFSS does not respond to the challenge RAND2 from the SU, the 

SU may retry the challenge RAND2 or may abandon the site and attempt to 
use another site. 

 
5. When the SU expects a response to R2 and the RFSS does not respond, SU 

may retry the response R2 or may abandon the site and attempt to use 
another site. 

 
6. The FNE shall be capable of mutual authentication. 
 
7. When the SU is configured for mutual authentication, the SU shall invoke 

mutual authentication. 
 
 
Message Transaction Based Rules for Mutual Authentication: 
 
When the SU decides to authenticate the RFSS during authentication of the SU, the 
SU shall respond to an Authentication Demand OSP with an Authentication 
Response Mutual ISP.  If outside of registration the SU shall indicate it is a 
standalone authentication in the Authentication Response Mutual ISP. 
 
 
When the SU receives the Authentication FNE Response OSP from the RFSS and 
the RFSS passes authentication, the SU shall respond with Authentication FNE 
Result ISP with R2 indicating FNE passed authentication.    If outside of registration 
the SU shall indicate it is a standalone authentication in the Authentication FNE 
Result ISP. 
 
When the RFSS receives the Authentication FNE Result ISP from the SU indicating 
that the FNE passed authentication, the RFSS shall respond with: 
 
 a. If standalone, Acknowledge Response – FNE OSP 

b. or if within unit registration, Unit Registration Response OSP 
c. or if within location registration, Location Registration Response OSP 

 
When the RFSS receives the Authentication Response Mutual ISP  from the SU and 
the SU fails authentication, if not standalone and during Unit Registration the RFSS 
should respond with an extended form Unit Registration Response OSP with a 
Registration Value of REG_REFUSED, otherwise the RFSS should respond with 
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Deny Response OSP with reason code “the SU has failed authentication”.  Sending 
a response enables the SU to do an orderly conclusion to the transaction. 
 
When the SU receives the Authentication FNE Response OSP   from the RFSS and 
the RFSS fails authentication, the SU shall respond with Authentication FNE Result 
ISP  with R2 indicating FNE failed authentication.      If outside of registration the SU 
shall indicate it is a standalone authentication in the Authentication FNE Result ISP. 
 
When the RFSS receives the Authentication FNE Result ISP  from the SU indicating 
that the FNE failed authentication, if not standalone and during Unit Registration the 
RFSS should respond with an extended form Unit Registration Response OSP with 
a Registration Value of REG_REFUSED, otherwise the RFSS should respond with 
Deny Response OSP with reason code “the FNE has failed authentication”.  
Sending a response enables the SU to do an orderly conclusion to the transaction. 
 
When the RFSS declines to send an Authentication Demand OSP to challenge the 
SU, after the message sequence the SU may send an Authentication SU Demand 
ISP to request that the RFSS start an authentication.  The SU should not send an 
Authentication SU Demand ISP during a registration message sequence. 
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3.4 Standalone Authentication Message Sequence Charts (MSC) 

This section shows several representative MSCs that may be used by the system. 
 
 
3.4.1 MSC for Challenge and Response Authentication Passes 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response 
[RES1, S = 1] 

Acknowledge Response – FNE 

SU RFSS 

 
Figure 3.4-1  MSC for Challenge and Response Authentication Passes 

 
In Figure 3.4-1, the RFSS decides to authenticate the SU by sending an 
Authentication Demand OSP.  The SU responds with an Authentication Response 
ISP indicating standalone S=%1.  When authentication passes (RES1 equals 
XRES1), the RFSS sends an Acknowledge Response – FNE OSP to the SU.  When 
authentication fails is shown in Figure 3.4-2. 
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3.4.2 MSC for Challenge and Response Authentication Fails 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response 
[RES1, S = 1] 

Deny Response 
[Reason  Code  = the SU has 

failed Authentication]  

SU RFSS 

 
Figure 3.4-2  MSC for Challenge and Response Authentication Fails 

 
In Figure 3.4-2, the RFSS decides to authenticate the SU by sending an 
Authentication Demand OSP.  The SU responds with an Authentication Response 
ISP indicating standalone S=%1.  In this case, authentication of the SU fails (RES1 
not equal XRES1) and the SU is probably an adversary.  The RFSS responds with a 
Deny Response OSP with a Deny Response Reason Code of “the SU has failed 
authentication”. 
 

-
-
`
`
,
,
`
`
,
`
`
,
`
,
,
`
`
,
,
,
`
,
`
,
`
,
`
`
`
`
,
,
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-



TIA-102.AACE-A 

19 

3.4.3 MSC Mutual Challenge and Response Authentication Passes 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response Mutual 
[RES1, RAND2, S = 1] 

Authentication FNE Response  
[RES2] 

SU RFSS 

Authentication FNE Result 
[R2 = Passed, S = 1] 

Acknowledge Response - FNE  

 
Figure 3.4-3  MSC Mutual Challenge and Response Authentication Passes 

 
In Figure 3.4-3, the RFSS decides to authenticate the SU by sending an 
Authentication Demand OSP.  The SU responds with an Authentication Response 
Mutual ISP to authenticate the RFSS, indicating standalone S=%1.  When 
authentication of the SU passes, the RFSS sends the Authentication FNE Response 
OSP to the SU.  The SU sends the Authentication FNE Result ISP indicating 
standalone S=%1 to the RFSS.  In this case, authentication of the RFSS passes 
(RES2 equals XRES2), R2 in Authentication FNE Result ISP will be passed.  The 
RFSS responds with an Acknowledge Response – FNE.  When authentication of the 
RFSS fails (RES2 not equal XRES2) will deny the SU as shown in Figure 3.4-5. 
 
When authentication of the SU fails (RES1 not equal XRES1), the RFSS will not 
provide an authentication FNE response as shown in Figure 3.4-4. 
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3.4.4 MSC Mutual Challenge and Response Authentication of SU Fails 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response Mutual 
[RES1, RAND2, S = 1] 

Deny Response 
[Reason  Code  = the SU has 

failed Authentication]  

SU RFSS 

 
Figure 3.4-4  Mutual Challenge and Response Authentication of SU Fails 

 
In Figure 3.4-4, the RFSS decides to authenticate the SU by sending an 
Authentication Demand OSP.  The SU responds with an Authentication Response 
Mutual ISP to authenticate the RFSS, indicating standalone S=%1.  In this case, 
authentication of the SU fails (RES1 not equal XRES1) and the SU is probably an 
adversary.  The RFSS responds with a Deny Response OSP with a Deny Response 
Reason Code of  “the SU has failed authentication”. 
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3.4.5 MSC Mutual Challenge and Response Authentication of RFSS Fails 

 
 

Authentication Demand 
[RS, RAND1] 

Authentication Response Mutual 
[RES1, RAND2, S = 1] 

Authentication FNE Response  
[RES2] 

SU RFSS 

Authentication FNE Result 
[R2 = Failed, S = 1] 

Deny Response 
[Reason Code = the FNE 
has failed authentication] 

 
 

Figure 3.4-5  MSC Mutual Challenge and Response Authentication RFSS Fails 
 
In Figure 3.4-5, the RFSS decides to authenticate the SU by sending an 
Authentication Demand OSP.  The SU responds with an Authentication Response 
Mutual ISP to authenticate the RFSS, indicating standalone S=%1.  The RFSS 
sends the Authentication FNE Response OSP to the SU.  An adversary RFSS most 
likely would represent the SU as passing authentication.  The SU sends the 
Authentication FNE Result ISP to the RFSS indicating standalone S=%1.  In this 
case, authentication of the SU passes (RES1 equals XRES1), but authentication of 
the RFSS has failed (RES2 not equal XRES2) and R2 in Authentication FNE Result 
ISP will be failed.  The RFSS responds with a Deny Response OSP with a Deny 
Response Reason Code of  “the FNE has failed authentication”. 
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3.5 Registration Message Sequences Charts (MSC) 

The following MSCs show authentication and mutual authentication at unit 
registration.  Authentication and mutual authentication at location registration may 
also be done.  The SU starts the sequences, but never initiates authentication.  The 
RFSS may initiate authentication in response to registration. 
 
 
3.5.1 MSC Unit Challenge and Response Authentication Passes 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response 
[RES1, S = 0] 

Unit Registration Response 

SU RFSS 

Unit Registration Request 

 
Figure 3.5-1  MSC Challenge and Response Authentication Passes During Unit 

Registration 
 
In Figure 3.5-1, the SU requests access to the system by sending a Unit Registration 
Request ISP.  The RFSS does not know if the SU is valid, so the RFSS responds 
with an Authentication Demand OSP.  The SU responds with an Authentication 
Response OSP indicating not standalone S=%0.  In this case, authentication of the 
SU passes (RES1 equals XRES1) so the RFSS sends a Unit Registration Response 
OSP to the valid SU.  When authentication fails is shown in Figure 3.5-2. 
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3.5.2 MSC Unit Challenge and Response Authentication Fails 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response 
[RES1, S = 0] 

Unit Registration Response 
Registration Value = 

REG_REFUSED 

SU RFSS 

Unit Registration Request 

 
Figure 3.5-2  MSC Challenge and Response Authentication Fails During Unit 

Registration 
 
In Figure 3.5-2, the SU requests access to the system by sending a Unit Registration 
Request ISP.  The RFSS does not know if the SU is valid, so the RFSS responds 
with an Authentication Demand OSP.  The SU responds with an Authentication 
Response OSP indicating not standalone S=%0.  In this case, authentication of the 
SU fails (RES1 not equal XRES1) and the SU is probably an adversary.  The RFSS 
responds with an extended form Unit Registration Response OSP with a 
Registration Value of REG_REFUSED. 
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3.5.3 MSC Mutual Challenge and Response Authentication Passes 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response Mutual 
[RES1, RAND2, S = 0] 

Authentication FNE Response 
[RES2] 

SU RFSS 

Unit Registration Request 

Authentication FNE Result 
[R2 = Passed, S = 0] 

Unit Registration Response 

 
Figure 3.5-3  MSC Mutual Challenge and Response Authentication During Unit 

Registration 
 
In Figure 3.5-3, the SU requests access to the system by sending a Unit Registration 
Request ISP.  The RFSS does not know if the SU is valid, so the RFSS responds 
with an Authentication Demand OSP.  The SU responds with an Authentication 
Response Mutual ISP to authenticate the RFSS, indicating not standalone S=%0.  
The RFSS sends the Authentication FNE Response OSP to the SU.  The SU sends 
the Authentication FNE Result ISP to the RFSS indicating not standalone S=%0.  In 
this case, authentication of the SU passes (RES1 equals XRES1) and authentication 
of the RFSS passes (RES2 equals XRES2) so the RFSS sends a Unit Registration 
Response OSP. 
 
When authentication of the SU fails (RES1 not equal XRES1), the RFSS will not 
send an Authentication FNE Response OSP.  This is shown in Figure 3.5-4. 
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3.5.4 MSC Mutual Challenge and Response Authentication Fails 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response Mutual  
[RES1, RAND2, S = 0] 

Unit Registration Response 
Registration Value = 

REG_REFUSED 

SU RFSS 

Unit Registration Request 

 
Figure 3.5-4  MSC Mutual Challenge and Response Authentication During Unit 

Registration SU Fails 
 
In Figure 3.5-4, the SU requests access to the system by sending a Unit Registration 
Request ISP.  The RFSS does not know if the SU is valid, so the RFSS responds 
with an Authentication Demand OSP.  The SU responds with an Authentication 
Response Mutual ISP to authenticate the RFSS, indicating not standalone S=%0.  
However, the authentication of the SU fails (RES1 not equal XRES1) and the SU is 
probably an adversary.  The RFSS responds with an extended form Unit 
Registration Response OSP with a Registration Value of REG_REFUSED. 
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3.5.5 MSC Mutual Challenge and Response Authentication RFSS Fails 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response Mutual 
[RES1, RAND2, S = 0] 

Authentication FNE Response 
[RES2] 

SU RFSS 
Unit Registration Request 

Authentication FNE Result 
[R2 = Failed, S = 0] 

Unit Registration Response 
Registration Value = 

REG_REFUSED 

 
Figure 3.5-5  MSC Mutual Challenge and Response Authentication During Unit 

Registration RFSS Fails 
 
3.5.6 In Figure 3.5-5, the SU requests access to the system by sending a Unit 

Registration Request ISP.  The RFSS does not know if the SU is valid, so the 
RFSS responds with an Authentication Demand OSP.  The SU responds with 
an Authentication Response Mutual ISP to authenticate the RFSS, indicating 
not standalone S=%0.  The RFSS sends the Authentication FNE Response 
OSP to the SU.  An adversary RFSS most likely would represent the SU as 
passing authentication.  The SU sends the Authentication FNE Result ISP to 
the RFSS indicating not standalone S=%0.  In this case, authentication of the 
SU passes (RES1 equals XRES1), but authentication of the RFSS has failed 
(RES2 not equal XRES2) and R2 in Authentication FNE Result ISP will be 
failed.  The RFSS responds with an extended form Unit Registration 
Response OSP with a Registration Value of REG_REFUSED.
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MSC SU Authentication Demand 

 

Authentication Demand 
[RS, RAND1] 

Authentication Response Mutual 
[RES1, RAND2, S = 1] 

Authentication FNE Response 
[RES2] 

SU RFSS 

Unit Registration Request 

Authentication FNE Result 
[R2 = Passed, S = 1] 

Unit Registration Response 

Authentication SU Demand 

Acknowledge Response  FNE  

 
Figure 3.5-6  MSC Authentication SU Demand 

 
In Figure 3.5-6, the SU requests access to the system by sending a Unit Registration 
Request ISP.  The RFSS declines to authenticate the SU and responds with a Unit 
Registration Response OSP.  The SU which wants to be authenticated sends an 
Authentication SU Demand ISP to request authentication be started.  The RFSS 
responds with an Authentication Demand OSP.  The SU responds with an 
Authentication Response Mutual ISP to authenticate the RFSS, indicating 
standalone S=%1.  The RFSS sends the Authentication FNE Response OSP to the 
SU.  The SU sends the Authentication FNE Result ISP indicating standalone S=%1 
to the RFSS.  In this case, authentication of the SU passes (RES1 equals XRES1) 
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and authentication of the RFSS passes (RES2 equals XRES2) so the RFSS sends 
an Acknowledge Response FNE OSP. 
 
Upon receiving the Authentication SU Demand ISP, if the RFSS is not capable of 
authenticating the SU, the RFSS sends a Deny Response OSP with a Deny 
Response Reason Code of “the SU could not be authenticated at this time”. 
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4 CONTROL CHANNEL MESSAGES 

The control channel messages to support challenge and response authentication 
and challenge and response mutual authentication are in reference [1] and are listed 
below. 
 

• Authentication Demand OSP 
• Authentication Response ISP 
• Authentication Response Mutual ISP 
• Authentication FNE Response OSP 
• Authentication FNE Result ISP 
• Authentication SU Demand ISP 
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5 KEY MANAGEMENT AND PROVISIONING 

This section describes key management guidelines and how the system is 
provisioned with K. 
 
 
5.1 Key Management 

The authentication key (K) (one per SUID) is intended to be given to the SU once as 
described in Section 5.2 Provisioning.  Therefore, measures should be taken to 
reduce the exposure of K to compromise.  These measures include confidential 
protection of K while it is stored in the AF and provisioning system along with limited 
access to and transfer of K with the system.  The transfer of K is limited by sending 
RS, KS and KS’ into the RFSS instead of K as shown in Figure 2.1-1  Challenge and 
Response Authentication Block Diagram and Figure 2.2-1  Challenge and Response 
Mutual Authentication Block Diagram . 
 
The KS is used to do the authentication to avoid exposure of K.  Extensive repeated 
use of the same KS could help an adversary.  To avoid this, a crypto period can be 
applied to KS by having the AF periodically change RS to change KS (see Figure 
2.1-1  AM1).  For mutual authentication, the same logic applies to KS’ (see Figure 
2.2-1 AM3). 
 
Key Management Provisioning (Informative) 
 
In a system that supports OTAR (reference [6]), a K per SUID may also be sent to 
the SU over-the-air for initial provisioning and to change K afterwards.  Systems that 
do not have OTAR shall not have the capability to send K over-the-air to the SU. 
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5.2  Provisioning (Informative) 

The authentication key (K) must be provisioned in the SU and AF for authentication 
to be possible. 
 
 

OTAR Standard 

Key Fill Standard 

 Authentication 
Facility 
(AF) 

 
[K, SUID]  

 
 

RFSS 

Key  
Source 

 
Subscriber 
Unit (SU) K 

FNE 

K, SUID 

Generate K or 
get from Secure 

Authority 

Key Fill Standard 

Over-The-Air 
Key Source 

SUID 

SUID 

K 

OTAR Standard 

 
 

Figure 5.2-1  Example Provisioning Information Flow 
 
In Figure 5.2-1, an example of information flows to provision the system for 
authentication are shown.  The Key Source or Over-The-Air Key Source may 
generate K or get it from a Secure Authority.  The Key Source receives the SUID 
from the SU and gives K to the SU.  The Key Source gives the K-SUID pair to the 
AF. The Over-The-Air Key Source receives the SUID from the SU over-the-air and 
gives K to the SU over-the-air.  The Over-The-Air Key Source gives the K-SUID pair 
to the AF. 
 
Once the K-SUID pair exists in the AF, the AF may send RS, KS and KS’ to the 
RFSS as shown in Figure 2.1-1 or Figure 2.2-1. 
 
The programming of K into the SU and transfer of K-SUID to the FNE is described in 
the Key Fill Device Interface Protocol document1 [5] (reference ).  The Over-The-Air 
programming of K into the SU and subsequent transfer of K-SUID to the FNE is 
described in the Over-The-Air-Rekeying (OTAR) Protocol document1 (reference [6]).  
The programming of the SUID into the SU and FNE is manufacturer specific and is 
beyond the scope of this document. 

                                            
1 This document currently does not contain information on authentication.  It is intended that the 
document will be updated for authentication. 
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6 AUTHENTICATION MECHANISM (AM) AND AES CRYPTO DETAILS 

The base algorithm used for authentication shall be AES using a 128 bit key size 
(called AES-128 in reference [2]) operating in Electronic Codebook (ECB) mode 
(reference [3]).  Some authentication parameters need to be expanded to match the 
AES-128 128 bit block size or need to be reduced from the 128 block size to match 
the air interface limitations.  Each authentication mechanism below is a different 
instance of AES-128 operating in ECB mode. 
 
 
6.1 AM1 (K, RS, KS) 

AM1 shall input K and RS, and output KS.  Knowledge of RS and KS should not 
reveal K.  An expansion is needed on RS (80 bits) to match the AES-128 block size 
(128 bits).  The expansion is shown in Figure 6.1-1 and the block diagram of AM1 is 
shown in Figure 6.1-2. 
 

 

O0 
b127-b112 

 

O1 
b111-b96 

 

O2 
b95-b80 

 

O3 
b79-b64 

 

O4 
b63-b48 

 

O5 
b47-b32 

 

O6 
b31-b16 

 

O7 
b15-b0 

 

I0 
a79-a64 

 

I1 
a63-a48 

 

I2 
a47-a32 

 

I3 
a31-a16 

 

I4 
a15-a0 

 

O0 = I0 
O1 = I1 
O2 = I2 
O3 = I3 

O4 = I4 
O5 = 0x0000 
O6 = 0x0000 
O7 = 0x0000 

Zero Fill 
 

 
Figure 6.1-1  Expansion of RS from 80 bits to 128 bits 

 
The expansion of RS from 80 bits to 128 bits shown in Figure 6.1-1 is needed to 
match the AES-128 block size of 128 bits.  The most significant input bit is a79 and 
the least significant input bit is a0.  The 16 bit input words range from most 
significant input word I0 to least significant input word I4.  The most significant output 
bit is b127 and the least significant input bit is b0.  The 16-bit output words range 
from most significant output word O0 to least significant output word O7.  Words I0 
thru I4 are directly put into O0 thru O4.  The remaining O5 thru O7 are zero filled as 
shown in Figure 6.1-1. 
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AM1 

AES-128 ECB 

Expansion of RS 

K 

RS 

KS 
 

Figure 6.1-2  AM1 Block Diagram 
 
The details of AM1 are shown in Figure 6.1-2.  AM1 shall input K (128 bits) and RS 
(80 bits), and output KS (128 bits).  RS is expanded from 80 bits to 128 bits as 
shown in Figure 6.1-1 and is plain text in for AES-128 operating in ECB mode with 
the encryption key being K.  Cipher text out from the AES-128 operation is KS. 
 
 
6.2 AM2 (KS, RAND1, RES1) 

AM2 shall input KS and RAND1, and output RES1 or its equivalent XRES1.  
Knowledge of RAND1 and RES1 should not reveal KS.  An expansion is needed on 
RAND1 (40 bits) to match the AES-128 block size (128 bits).  The expansion is 
shown in Figure 6.2-1.  A reduction is needed for RES1 (32 bits) from the 128-bit 
AES-128 output block size.  This reduction is shown in Figure 6.2-2.  The block 
diagram for AM2 is shown in Figure 6.2-3. 
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Figure 6.2-1  Expansion of RAND from 40 bits to 128 bits 
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The expansion of RAND from 40 bits to 128 bits shown in Figure 6.2-1 is needed to 
match the AES-128 block size of 128 bits.  The most significant input bit is a39 and 
the least significant input bit is a0.  The input octets range from most significant input 
octet, I0, to least significant input octet, I4.  The most significant output bit is b127 
and the least significant input bit is b0.  The output octets range from most significant 
output octet, O0, to least significant output octet, O15.  Octets I0 thru I4 are directly put 
into O0 thru O4.  The remaining O5 thru O15 are zero filled as shown in Figure 6.2-1. 
 
 

I0 
a127-a112 

 

I1 
a111-a96 

 

I2 
a95-a80 

 

I3 
a79-a64 

 

I4 
a63-a48 

 

I5 
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O0 = I0  
O1 = I1  

O0 
b31-b16 

 

O1 
b15-b0 

  
Figure 6.2-2  Reduction of RES from 128 bits to 32 bits 

 
The reduction of RES from AES-128 block size of 128 bits to 32 bits due to air 
interface limitations is shown in Figure 6.2-2.  The most significant input bit is a127 
and the least significant input bit is a0.  The 16-bit input words range from most 
significant input word I0 to least significant input word I7.  The most significant output 
bit is b31 and the least significant input bit is b0.  The 16-bit output words range from 
most significant output word O0 to least significant output word O1.  Input words I0 I1 
are used as outputs words O0 O1. 
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AM2 

AES-128 ECB 

Expansion of RAND 

KS 

RAND1 

RES1 

Reduction of RES 

 
Figure 6.2-3  AM2 Block Diagram 

 
The details of AM2 are shown in Figure 6.2-3.  AM2 shall input KS (128 bits) and 
RAND1 (40 bits), and output RES1 (32 bits).  RAND1 is expanded from 40 bits to 
128 bits as shown in Figure 6.2-1 and is plain text in for AES-128 operating in ECB 
mode with the encryption key being KS.  Cipher text out from the operation is 128 
bits RES.  The 128 bit RES is input to the reduction of RES operation as shown in 
Figure 6.2-2 which outputs a 32 bit RES to become the output RES1 of AM2.  When 
AM2 is used to create an expected response (XRES1) the output RES1 is used as 
XRES1. 
 
 
6.3 AM3 (K, RS, KS’) 

AM3 shall input K and RS, and output KS’.  Knowledge of RS and KS’ should not 
reveal K.  An expansion is needed on RS (80 bits) to match the AES-128 block size 
(128 bits).  This expansion is shown in Figure 6.1-1.  The block diagram for AM3 is 
shown in Figure 6.3. 
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AM3 

K 

RS 

KS’ 

Expansion of RS 

Bitwise Complement Expanded RS 

AES-128 ECB 

 
Figure 6.3-1  AM3 Block Diagram 

 
The details of AM3 are shown in Figure 6.3-1.  AM3 shall input K (128 bits) and RS 
(80 bits), and output KS’ (128 bits).  RS is expanded from 80 bits to 128 bits as 
shown in Figure 6.1-1 followed by a bitwise complement of the expanded RS and 
then is plain text in for AES-128 operating in ECB mode with the encryption key 
being K.  Cipher text out from the AES-128 operation is KS’. 
 
 
6.4 AM4 (KS’, RAND2, RES2) 

AM4 shall input KS’ and RAND2, and output RES2 or its equivalent XRES2.  
Knowledge of RAND2 and RES2 should not reveal KS’.  An expansion is needed on 
RAND2 (40 bits) to match the AES-128 block size (128 bits).  The expansion is 
shown in Figure 6.2-1.  A reduction is need for RES2 (32 bits) from the 128-bit AES-
128 output block size.  This reduction is shown in Figure 6.2-2.  The block diagram 
for AM4 is shown in Figure 6.4-1. 
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AM4 

AES-128 ECB 

Expansion of RAND 

KS’ 

RAND2 

RES2 

Reduction of RES 

 
Figure 6.4-1  AM4 Block Diagram 

 
The details of AM4 are shown in Figure 6.4-1.  AM4 shall input KS’ (128 bits) and 
RAND2 (40 bits), and output RES2 (32 bits).  RAND2 is expanded from 40 bits to 
128 bits as shown in Figure 6.2-1 and is plain text in for AES-128 operating in ECB 
mode with the encryption key being KS’.  Cipher text out from the operation is 128 
bits RES.  The 128 bit RES is input to the reduction of RES operation as shown in 
Figure 6.2-2 which outputs a 32 bit RES to become the output RES2 of AM4.  When 
AM4 is used to create an expected response (XRES2) the output RES2 is used as 
XRES2. 
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6.5 Parameters and Sizes 

This section contains Table 6.5-1 Parameter Sizes, which shows authentication 
parameters and their size in bits. 
 

Parameter Size in Bits 
K 128 
KS 128 
KS’ 128 
RAND1 40 
RAND2 40 
RES1 32 
RES2 32 
RS 80 
XRES1 32 
XRES2 32 

Table 6.5-1 Parameter Sizes 
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6.6 Example Data 

This section contains example data for the algorithms. 
 
Authentication Mechanism 1 (AM1) sample data: 
 
K              = 0001 0203 0405 0607 0809 0a0b 0c0d 0e0f 
RS             = 38ae c829 33b1 7f80 249d 
Expanded RS    = 38ae c829 33b1 7f80 249d 0000 0000 0000 
KS             = 0524 30bd af39 e82f d0dd d698 c02f b036 
 
 
Authentication Mechanism 2 (AM2) sample data: 
 
KS             = 0524 30bd af39 e82f d0dd d698 c02f b036 
RAND1          = 4d 92 5a f6 08 
Expanded RAND1 = 4d 92 5a f6 08 00 00 00 00 00 00 00 00 00 00 00 
AES Output     = 3e00 faa8 f0c7 e864 0e92 7bb3 41b5 d44a 
RES1           = 3e00 faa8 
 
 
Authentication Mechanism 3 (AM3) sample data: 
 
K              = 0001 0203 0405 0607 0809 0a0b 0c0d 0e0f 
RS             = 38ae c829 33b1 7f80 249d 
Expanded RS    = 38ae c829 33b1 7f80 249d 0000 0000 0000 
Complement RS  = c751 37d6 cc4e 807f db62 ffff ffff ffff 
KS'            = 69d5 dc08 023c 4652 cc71 d5cd 1e74 e104 
 
 
Authentication Mechanism 4 (AM4) sample data: 
 
KS'            = 69d5 dc08 023c 4652 cc71 d5cd 1e74 e104 
RAND2          = 6e 78 4f 75 bd 
Expanded RAND2 = 6e 78 4f 75 bd 00 00 00 00 00 00 00 00 00 00 00 
AES Output     = b3ad 16e1 7ad4 49c3 5459 f041 21a4 2989 
RES2           = b3ad 16e1 
 

-
-
`
`
,
,
`
`
,
`
`
,
`
,
,
`
`
,
,
,
`
,
`
,
`
,
`
`
`
`
,
,
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-



	



	

-
-
`
`
,
,
`
`
,
`
`
,
`
,
,
`
`
,
,
,
`
,
`
,
`
,
`
`
`
`
,
,
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-



	

	

		

-
-
`
`
,
,
`
`
,
`
`
,
`
,
,
`
`
,
,
,
`
,
`
,
`
,
`
`
`
`
,
,
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-


	1 Introduction
	1.1 Scope
	1.2 Document Description
	1.3 Document Revision History
	1.4 Definitions
	1.5 Abbreviations
	1.6 References
	1.6.1 Normative References
	1.6.2 Informative References

	1.7 Overview

	2  Authentication
	2.1  Challenge and Response Authentication Block Diagram
	2.2  Challenge and Response Mutual Authentication Block Diagram

	3  Procedures and Operational Descriptions
	3.1 Example State Diagrams
	3.2 Authentication Rules
	3.3 Mutual Authentication Rules
	3.4  Standalone Authentication Message Sequence Charts (MSC)
	3.4.1 MSC for Challenge and Response Authentication Passes
	3.4.2  MSC for Challenge and Response Authentication Fails
	3.4.3  MSC Mutual Challenge and Response Authentication Passes
	3.4.4  MSC Mutual Challenge and Response Authentication of SU Fails
	3.4.5  MSC Mutual Challenge and Response Authentication of RFSS Fails

	3.5  Registration Message Sequences Charts (MSC)
	3.5.1 MSC Unit Challenge and Response Authentication Passes
	3.5.2  MSC Unit Challenge and Response Authentication Fails
	3.5.3  MSC Mutual Challenge and Response Authentication Passes
	3.5.4  MSC Mutual Challenge and Response Authentication Fails
	3.5.5  MSC Mutual Challenge and Response Authentication RFSS Fails
	3.5.6 In Figure 3.5-5, the SU requests access to the system by sending a Unit Registration Request ISP.  The RFSS does not know if the SU is valid, so the RFSS responds with an Authentication Demand OSP.  The SU responds with an Authentication Response Mut˜


	4  Control Channel Messages
	5  Key Management and Provisioning
	5.1 Key Management
	5.2   Provisioning (Informative)

	6  Authentication Mechanism (AM) and AES crypto details
	6.1 AM1 (K, RS, KS)
	6.2 AM2 (KS, RAND1, RES1)
	6.3 AM3 (K, RS, KS’)
	6.4 AM4 (KS’, RAND2, RES2)
	6.5  Parameters and Sizes
	6.6  Example Data


